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ABSTRACT 

 

ARTICLE INFO 

The purpose of this research is to use data mining to detect 

accounting fraud in the database of stock exchange member 

companies. The combination of discrete and continuous data has 

increased the necessity of using data mining and machine learning 

methods in the field of fraud detection. This research is applied in 

terms of purpose and descriptive in terms of method. The 

document review method was used to collect information in the 

field of literature and research background. The prepared 

questionnaire includes 7 main indicators consisting of 48 questions 

for each of the variables. This questionnaire was made available 

by the researcher to 400 accountants of companies admitted to the 

Tehran Stock Exchange by sampling method. In order to fit the 

model, the structural equation method was used in SMARTPLS 

software. In the data mining section, all IB1, IBK, LWL, KSTAR, 

and KNN algorithms were used to simulate the proposed model in 

Rapidminer software. Effectiveness of internal control, 

compensation system, asymmetry of information, compliance with 

accounting rules, management ethics, and ethical principles are 

effective and meaningful on accounting fraud. In evaluating 

parameters and according to the graphs, K-STAR algorithm has 

better performance than other algorithms. The proposed data 

mining model for financial fraud detection showed that since the 

amount of data creation in financial companies is increasing day 

by day with the development of technology, it is possible to 

provide early detection of fraud by reviewing and analyzing the 

data. ©authors 
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1. Introduction 

Accounting knowledge has two aspects: 

recognition and analysis. Fraud detection 

requires knowledge of financial data analysis 

to uncover lack of transparency (Pargmann 

et al., 2023). Accounting fraud is an issue 

that has wide consequences in the field of 

economy, industry, as well as daily life 

(Fanai et al., 2023). Accounting fraud 

reduces confidence in the industry, 

destabilizes the economy, and affects the 

cost of people's daily lives (Akila et al., 

2018). Traditional methods (manual 

techniques) such as auditing are inefficient 

and unreliable due to the high severity of the 

problem (Chen et al., 2020). Data mining-

based methods are efficient and useful due to 

the ability to identify small anomalies in 

large data sets (Donyaee et al., 2019). 

Accounting knowledge based on the 

identification of fraudulent trends and 

unsubstantiated reports can be the basis for 

the necessary knowledge to detect fraud (Xie 

et al., 2023). There are many types of 

accounting fraud; In contrast, various data 

mining methods also give us the opportunity 

to use the best method in each field of 

financial fraud (Kewei et al., 2021). 

Accounting fraud is a broad term that 

potentially has different meanings; But in 

this research, accounting fraud generally 

means the use of illegal methods and 

methods in order to obtain financial profit 

(Ofori et al., 2014). Transparency is one of 

the important components of financial 

reporting. The detection of fraud caused by 

accounting knowledge comes from the 

detection of lack of transparency in financial 

reports (Liang et al., 2019). Accounting 

fraud has a very negative impact on stock 

exchange companies and society, so that 

credit card fraud alone causes billions of 

dollars in damages annually (Forough et al., 

2021). Some graphs show that in the United 

States of America, credit card fraud alone 

costs billions of dollars annually (Wahid et 

al., 2023). Accountants need knowledge of 

fraud detection based on data mining and 

data-driven techniques. By extracting the 

necessary knowledge, they can prevent 

financial frauds to a large extent. Annually, 

accounting fraud has caused hundreds of 

millions of dollars in losses to business units 

around the world, and continuous rumors 

and promotions resulting from such acts and 

malicious deeds on a large scale can have 

long-term disastrous consequences. In recent 

years, advances in modern technologies such 

as the Internet and mobile computing have 

increased accounting fraud (Popat et al., 

2018). Currently, data mining has shown that 

it plays a significant role in areas such as 

credit card approval, bankruptcy prediction, 

and stock market analysis. Fraud detection is 

also considered a problem of identification 

and classification, with the difference that 

there is a wide imbalance in identifying 

legitimate and fake transactions; So that its 

wrong classification will cause exorbitant 

costs. Data mining is a viable method for 

processing big data for fraud detection; So 

that it will be able to detect with high 

accuracy without the need of input variable 

information (Rai et al., 2020). Today, due to 

the critical issue of accounting in large 

companies and its impact on other company 

processes, the need to examine important 

and related matters at this level is quite 

tangible. In the meantime, the question that 

can be answered is why with the increase in 

the level of education of accountants and the 

creation of technologies that help the 

working person in this matter and facilitate 

the handling of the performance and 

financial status of the company, it is still 

witnessed There are reports of fraud and 

corruption, negligence, neglect of duty, 

failure to achieve effectiveness or efficiency, 

lack of employee compensation and 

satisfaction, and inability to manage the 

accounting group optimally; Issues that can 

affect the economy of a country. 

It is safe to say that correct and timely 

examination of financial statements and 

evaluation of the quality of accounting 

information of companies can prevent such 

issues from occurring, and accountants play 

a very important role in financial decisions 

by providing favorable results (Khalilpour, 

Sohedeh, Chashmi, 2018). For example, 

internal controls have been taken into 

consideration in order to increase investors' 
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confidence in the reliability of financial 

statements following the financial scandals 

of companies such as Enron and WorldCom. 

Abroad, the Sarbanes-Oxley Act in 2002 

required companies to publish internal 

controls, and also in Iran in 2013, the Stock 

Exchange Organization, in line with Article 

18, published internal control guidelines for 

issuers admitted to the Tehran Stock 

Exchange (Brandek and Mohammadi, 2018). 

Therefore, to the authors’ best knowledge, 

no research has been done to examine the 

relationship and impact of internal control, 

compensation compliance, accounting ethics, 

compliance with accounting laws, 

accounting fraud, information asymmetry, 

and management ethics together at the listed 

companies of the Tehran Stock Exchange, 

this research seeks to investigate the 

relationship between each of the mentioned 

components and the impact of each on 

accounting fraud. This research seeks 

answers to the following questions: 

What are the factors affecting accounting 

fraud? 

To what extent are the current data 

mining techniques used to detect accounting 

fraud reliable? 

 

2. Literature Review 

According to Figure 1, generally, fraud in 

its life cycle can be used as a model, in such 

a way that by analyzing it, a suitable answer 

can be obtained (Bose et al., 2007) 

As with its analysis and analysis (data 

mining intelligence methods), a proper 

answer is given to this fraud, and again with 

the development of knowledge and 

providing new solutions and protocols, the 

way is opened for fraudsters, and new fraud 

methods are formed and the life cycle of 

fraud continues. 

 
Figure 1. Fraud lifecycle based on data mining (Lodi 

et al., 2014). 

The emerging trend of accounting fraud is 

generally detected through analysis and 

information extraction (data mining) from 

the database of transactions of financial 

institutions, which are flagged (Wieder et al., 

2015), and this leads to Developing new 

security and authentication policies and 

protocols helps (Abdallah et al., 2016). 

In contrast, fraudsters also change their 

methods based on the implementation of new 

security policies as well as the identification 

of alternative fraud opportunities on current 

platforms (Zhu et al., 2016) and then new 

fraud methods and patterns (Yue et al., 

2007), which resulted from the 

implementation of new security policies, 

have been re-identified (Sundarkumar et al., 

2015) and strategies to prevent their 

occurrence are predicted and applied 

(Drezewski et al., 2015). In Table 1, we will 

briefly show all the data mining methods and 

their features in discovering accounting 

fraud: 

 
Table 1. Examining the characteristics of data mining methods to detect financial fraud 

Requirements  Characteristics  Algorithm 

Requires high computing power for training 

and implementation. Inappropriate for real 

functions. Can be fitted in models that have 

an unsupervised learning algorithm. 

Therefore, it needs constant retraining to 

adapt to new fraud methods. 

Has a good track record in detecting financial 

fraud and suitable for problems without 

algorithms and binary classifications Simple to 

implement Has a good track record in detecting 

financial fraud 

Neural network 

Low classification performance compared to 

other methods Unusable in complex 

problems of fraud detection 

Simple to implement Has a good track record 

in detecting financial fraud 
Logistics model 

Difficulty for auditors to process results due 

to changes in input data sets 

Ability to be used in solving non-linear 

classification problems in fraud detection 

Implementation and training of this method 

requires simple computer calculations and is 

Support vector 

machine 

Data-based 
security protocols

Modified fraud 
methods

Fraud pattern 
detection

Implementation of 
fraud reduction 

strategy
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suitable for real functions. 

Can be fitted in models that have an 

unsupervised learning algorithm. Therefore, 

it needs constant retraining to adapt to new 

fraud methods. Optimization during the 

initial setup requires high computing power. 

Simple to implement and understand 

Implementation and training of this method 

requires simple computer calculations and is 

suitable for real functions. 

Decision tree, forest 

and CART 

Requires high computing power for training 

and implementation. Inappropriate for real 

functions. Difficult to adapt to fraud models 

due to internal minimum and maximum 

problems 

Simple to implement in classification problems 

with high accuracy and model fit Suitable for 

problems without algorithms and binary 

classifications 

Genetic algorithm 

Need another classification method in doing 

Real detection of fraud Textual data is 

usually more subjective so it is difficult to 

process. 

Very useful for all kinds of cheating with large 

amounts of Textual data, such as fraudulent 

financial statements 
Text mining 

Difficult to classify noisy data, which 

includes a lot of fraud 

Easy implementation Guaranteed to find the 

best solution available 
Group data analysis 

technique 

Low classification performance compared to 

other methods Difficult to detect complex 

fraud issues 

Ability to solve non-linear classification 

problems such as fraud detection 
Response level 

methodology 

Use with auditor supervision and simply 

does not have the ability to run 

automatically. 

Simple to implement and very easy for auditors 

to visually understand the results. 
Self-organized maps 

It requires a strong understanding of normal 

and abnormal behavior to investigate types 

of fraud. 

Suitable for problems without algorithms and 

binary classifications 

Can be used in real functions with powerful 

computer calculations 

Bayesian trust 

network 

Ability to focus on an overall process chain 

rather than individual features 

Useful for internal fraud checks where 

information is available for each repeating 

step. 
mining process 

Requires high computing power for training 

and implementation. Inappropriate for real 

functions. 

Very suitable for classification problems with 

unbalanced data, such as fraud detection 
Artificial immune 

system 

Fraud is a high cost problem and therefore 

new, under test Different methods are risky 

Adaptation in new cheating techniques with 

combination in Strengths of multiple 

traditional fraud detection methods 
Combined technique 

 

There are various standards to determine 

the performance and efficiency of detection 

techniques, which usually have three 

common characteristics: accuracy, 

sensitivity, and detection power (Wieder et 

al., 2015). 

Accuracy: percentage of detection 

success; The ratio of successful cases to 

failed cases (Tarjo Herawati, 2015) 

Sensitivity: percentage of true detection 

value; Comparing the number of cases 

correctly identified as fraud to those falsely 

identified as fraud is actually the ratio of true 

positives to false positives (Didimo et al., 

2014). 

Detection power: the percentage of the 

ability of the method used; In fact, the ratio 

of true negatives to false negatives (Ahmed 

et al., 2016). 

Table 2 displays the classification of fraud 

detection methods based on performance 

measurement criteria; Based on the methods 

used in the types of fraud and comparing the 

performance of each one, it has been 

discussed: 

 
Table 2. Classification of fraud detection methods based on performance measurement criteria 

Precision Technique used Fraud investigated Researcher 

96.6-99.4% logistic model (regression) 
Credit card fraud (real 

example) 

Bhattacharyya 

(2011) 

99.5-99.6% 

97.8-99.6% 

%100 

Support vector machine Random forest 

Self-organized maps 

Credit card fraud (case study: 

Bank of Warsaw) 
Olszewski(2014) 

94.6-96.4% Artificial immune system 
Credit card fraud (case study: 

Brazilian bank) 

Halvaiee & 

Akbari (2014) 

 

60.68% Logistic regression 
Car insurance fraud (case 

study: Spanish insurance 

Bermúdez et al. 

(2008) 
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company) 

99.83% 

73.6% 
Joule Bayesian regression decision tree 

Fraud of financial statements 

(case study: Greek 

manufacturing companies) 

Kirkos et 

al.(2017) 

%80 

90.3% 

41.73-41.70% 

neural network  

Bayesian trust network Support vector 

machine 

Fraud in financial statements 

(case study: Chinese 

companies) 

Ravisankar et al. 

(2011) 

89.27-94.14% 

77.78-75.32% 

88.14-93% 

66.70-86.86% 

95.65% 

Genetic algorithm 

neural network 

Group data analysis technique 

logistic model (regression) 

Text mining 

Fraud in financial statements 

(case study: American 

companies) 

Glancy & Yadav 

(2011) 

41.75-45.80% 

95.65% 

Text mining 

Support vector machine and text mining 

Fraud in financial statements 

(case study: American 

companies) 

Cecchini (2010) 

67.3% 

 

 

The combined method of text mining and 

decision tree 

Fraud in financial statements 

(case study: American 

companies) 

Humpherys et al. 

(2011) 

67.3% 

 

 

65.8% 

 

 

19-79% 

The combined model of text mining and 

Bayesian trust network 

 

Combined model of support vector 

machine and text mining 

 

logistic model (regression) 

Fraud in financial statements 

(case study: legal cases of 

Taiwanese companies) 

Huang (2013) 

71-92% 

72.38% 

77.14% 

Support vector machine 

CART 

neural network 

Fraud in financial statements 

(case study: Chinese 

companies) 

Bose & Wang  

(2007) 

 

By examining the researches in the field 

of fraud and fraud detection with data 

mining and text mining methods, it is clear 

that fraud detection is one of the most 

important activities in the accounting 

department of companies. Internal control in 

fraud detection ensures that errors and 

irregularities are prevented or detected at the 

right time to stop the fraud. Since the factors 

considered in this research have not been 

investigated before on the internal control of 

Tehran Stock Exchange companies, this 

research studies the effect of 6 influencing 

factors on the internal control of the 

mentioned companies based on data mining 

techniques. 
 

3. Method 

This mixed methodology uses two 

analysis techniques: correlation and data 

mining. In the first step, based on a standard 

questionnaire, the impact of specific 

components on accounting fraud has been 

identified.  Library search and document 

review were used to collect information on 

literature and research background. 

Therefore, by reading books and articles and 

searching on the Internet, the required 

information was collected. The prepared 

questionnaire includes 7 main indicators, 

with 48 questions separately for each of the 

variables. The questionnaire was distributed 

by the researcher among the accountants of 

the companies admitted to the Tehran Stock 

Exchange. The statistical population of the 

research is all the accountants working in 

companies admitted to the Tehran Stock 

Exchange. In this step, 400 people were 

selected randomly from the available sample. 

Table 3 shows the descriptive statistics of the 

participants.  

 
Table 3. frequency of characteristics of sample members 

Characteristics of 

people 
Subgroup Percent Number 

Gender 
Man 65 260 

Female 35 140 

Marital status 
Single 43.8 70 

Married 56.3 90 

Age groups 

21 to 29 years 27.8 112 

30 to 39 years 35.7 144 

40 to 49 years 31.8 128 
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More than 50 

years 
4.7 19 

Education 

 

Sub-diploma and 

diploma 
2.2 9 

Associate 

Degree 
4.7 19 

Masters 45.7 184 

Masters 8.5 155 

PhD and above 8.9 36 

 

Work Experience 

1-2 years 9.9 40 

3-5 years 23.6 95 

6-10 years 22 90 

More than 10 

years 
44.2 178 

    

Based on the library technique, the 

conceptual and operational definition of 

response and explanatory variables has been 

discussed. In the following, these variables 

and their operational definition have been 

examined. 
Table 4. Items related to measuring accounting fraud  

object  

An individual's probability of committing fraud depends on their moral concern for the fraudulent behavior. 

Accounting 

fraud detection 

 

A person's ambition to beat his competitor can be a possible motive for committing fraud. 

A variety of personal reasons can lead to the tendency of accounting fraud. 

A person's feeling of jealousy can motivate them to commit cheating behavior. 

Jealousy is also one of the most common drivers of accounting fraud. 

Strong dislike and hatred towards people or organizations can lead someone to commit fraudulent acts. 

The structure of the organization, the responsibility of the work task and the accessibility of the organization 

are among the most important factors of the internal control system of the organization. 

Effectiveness of 

internal control 

 

The competence of a management in an organization leads to a healthy and controlled management. 

The level of management accountability functions shows the effectiveness of the organization's internal 

control. 

Effective communication in management helps to avoid misunderstandings and allows management in 
organizations to access information. 

Frequent communication between employees and management gives both participants a better understanding 

of existing problems and allows management to track progress and updates. 

The authenticity of the information indicates that the information is reliable and therefore proven to be correct 
and real. 

Activity evaluation allows management to track and control all activities in the organization. 

Internal audit helps the organization to detect errors and fraud reports. 

The effectiveness of the internal control system in the organization depends on the internal control structure 

and how it is implemented in the organization. 

The compensation system is essential in the company. 
 

Compensation 
system 

 

The compensation system helps to recognize the organization in the successful implementation of work tasks. 

The compensation system has an effect on promotion and career advancement. 

The compensation system is essential in completing work tasks and achieving company goals. 

There should be equality and justice in the distribution of compensation system among employees. 

Who has better information about the activities under the responsibility of the employees than the outsiders of 

the company in this field? 

 
Asymmetry of 

information 

 

Who is familiar with input and output relations of part of the responsibilities towards groups outside the 
company? 

Who has better knowledge of the potential performance of responsibilities than groups outside the company? 

Who is more familiar with the technical work of responsibility than the groups outside the company? 

Who has more knowledge about the impact of external factors in the workplace than groups outside the 

company? 

Who has a better understanding of what can be done in the workplace than groups outside the company? 

Does compliance with global standards create executive responsibility? 

 

Compliance 

with accounting 
rules 

 

Does compliance with accounting standards have an effect on public interest? 

Does compliance with accounting standards create integrity, trust and integrity? 

Does compliance with accounting standards affect objectivity and impartiality and reality? 

Does compliance with accounting standards have an effect on prudence and consideration? 

Does compliance with accounting standards affect the confidentiality of accounting issues? 

Does compliance with accounting standards create stability in the company? 

Is it effective to have a standard accounting method in the company? 

The manager is oriented in following the rules and punishments and does not escape punishment. 
 

Management 
ethics 

 

The manager does not have a personal orientation in terms of benefit and profit for himself. 

In order to avoid not being accepted, the manager does not follow the customs and rules of the group and does 

not follow the morals of the group. 

The manager with regard to the social contract in line with the welfare of all and the benefit of all; Respecting 
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In the next step, based on the data mining 

method, the impact of 7 explanatory 

components on accounting diagnosis were 

identified. The analysis was done in 

Rapidminer software. The steps of 

conducting research to implement the model 

are as follows (West et al., 2016):  

 

First step: data determination  

In this step, the data set is determined.  

Second step: initial data review  

By using expert knowledge and by 

calculating information such as data weight, 

average, data center, data analysis is 

performed.  

Third step: creating and training the 

model  

After creating the model, it can be trained.  

Fourth step: Creating knowledge  

The created model has the knowledge that 

it has learned from the training data set.  

This knowledge contains the data 

structure and knows the patterns in it.  

Step 5: Test the model  

The obtained knowledge is tested for the 

data set from which no information is 

available.  

The research variables were categorized 

and entered into the software  

 

4. Findings  

Inferential findings  

In PLS software, one of the indicators for 

confirming relationships and investigating 

the effects of variables (in a structural 

model) is the significance of path 

coefficients. The significance of the path 

coefficient is the complement of the 

magnitude and direction of the beta 

coefficient of the model. If the obtained 

value above the minimum statistic is 

considered at the 95% confidence level (that 

is, the t-value is not in the range: -1.96 to 

1.96), that relationship or hypothesis is 

confirmed. 

 

In the present study, in order to 

investigate the simultaneous effects of the 

independent variables of the research on the 

dependent variable, the t-value output of the 

model is taken and presented in the 

following figure. 

Figure 2. The output of t-values in the significance 

mode of the main effects model (the effect of 

independent variables on dependent variables) 
 

Accounting fraud (Ac.Scams), 

effectiveness of internal control (In.control), 

asymmetry of information 

(Asy.Information), compensation system 

(Compens.S), compliance with accounting 

rules (Accoun.Rul), management ethics 

(Manag.Ethics), and ethical principles of 

accounting (Princ.Accounting)  

As it can be seen in Figure (2), the values 

of path coefficients (t) of all independent 

variables affecting the dependent variable 

(accounting fraud) are not in the range of -

1.96 to 1.96 and are significant. Therefore, it 

can be said that in the current study, the 

independent research variables included: 

effectiveness of internal control, 

compensation system, information 

asymmetry, compliance with accounting 

rules, management ethics, and ethical 

principles of accounting affect the dependent 

variable of the research (accounting fraud). 

the dignity and individuality of people respects ethics. 

The manager adheres to moral principles regardless of his position due to his conscience. 

I am an honest person in performing accounting services. 

Ethical 
principles of 

accounting 

I am careful, competent and persistent in performing my duties and always increase my knowledge and 

professional skills. 

I will not use or disclose information without the express permission of the employer or employer, and I will 

pay attention to the confidentiality of the information. 

It reports the services performed without any interest and completely neutral and based on reality. 

I avoid conflicts of interest, from simple to complex issues such as fraud and illegal practices. 
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Further, in order to find out the extent of 

these effects, the output of the path 

coefficients (beta) was taken from the PLS 

software, which is shown in the figure (3). 

 
Figure 3. The output of the path coefficients of the 

main effects model (the effect of independent 

variables on dependent 

The test results show that the six 

components identified based on the PLS 

outputs are verified. In the following, 

according to the confirmation of the six 

primary relationships of the research, we will 

examine the qualitative indicators of the 

structural and general model's desirability. In 

this regard, we use the coefficient of 

determination 𝑅2 and predictor correlation 

criterion to check the desirability of the 

structural model, as well as the general 

model goodness of fit test (GOF) for the 

desirability of the overall model. 

The degree of desirability of the structural 

model 

The basic criterion for evaluating the 

endogenous variables of the model is the 

coefficient of determination 𝑅2. In this 

research, to determine this value, we refer to 

the R Square table from the output of the 

PLS algorithm. 
Table 5. The value of determining the dependent 

variable of accounting fraud 
Main effects model coefficient of 

determination 

𝑅2 

Model 
usefulness 

The effects of independent 

research variables            

Accounting fraud 

0.446 Appropriate 

and 

acceptable 

 

Also, the desirability of the structural 

model can be calculated using the predictive 

correlation criterion 𝑄2or Aston-Geisler. 

Based on this criterion, the model should be 

able to predict the indicators of the reflective 

endogenous current variables.  
 

Table 6. The output of the value of the predictor 

correlation criterion (Construct Cross Validated 

Redundancy) 

Total SSO SSE 1-SSE/SSO 

Ac.Scams 

Accounting fraud 
396.96 275.39 0.31 

 

Table 5 shows the output of the value of 

the correlation criterion for predicting the 

dependent variable of accounting fraud; 

Since the value of the accounting fraud 

variable is +0.31, it shows the strong 

predictive power of the model regarding this 

variable and confirms the appropriate fit of 

the structural model of the research once 

again.  

 

The degree of desirability of the overall 

model 

GOF= √µ𝐶𝑜𝑚𝑚𝑢𝑛𝑎𝑙𝑖𝑡𝑖𝑒𝑠 ∗ µ𝑅2 = 0.519 

 

According to the calculation of the goodness 

of fit, which is equal to 0.519, it can be 

concluded that the overall model has a 

suitable and strong fit.  

 

Data mining  

Data preprocessing is an important part of 

data mining analysis. To perform data 

mining, the databases of the mentioned 

companies were used in the period from 

2019 to 2021. Data is entered into the 

database on a daily basis, and outliers are 

removed from the database monthly. Finally, 

the data used before being entered into the 

software to detect accounting fraud has been 

confirmed by the software in terms of 

accuracy. The pre-processing steps for each 

algorithm are described in the evaluation 

section. The algorithm for each model is 

available in the Rapid miner software. 

Modeling with software is shown in Figure 

1. If necessary, functions and features can be 

added to the software. 

 
Figure 3. Tree modeling with Rapidminer software 
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In this section, all IB1, IBK, LWL, 

KSTAR and KNN algorithms are simulated 

and evaluated in the data mining model 

using software, and the evaluation results are 

shown in Tables 7 to 14. In this model, 

according to finding based on the nearest 

neighborhood, the only data set that gave the 

best answer for the models was that the data 

was entered into the software as a database, 

and the default data is in nomial format. 

They turn around. So, for all the algorithms 

of this model, the fourth type of data set has 

been used.  

 

Algorithm IB1  

This algorithm uses the normalized 

Euclidean distance to find the nearest 

neighbor.  
Table 7. Confusion matrix of IB1 algorithm 

 
true 

anomaly 

true 

normal 

class 

precision 

pred.anomaly 8681 334 96.30% 

pred. normal 4152 9377 69.31% 

class recall 67.65% 96.56%  

 
Table 8. Evaluation criteria and results of IB1 

algorithm 
F-

measure 
squared_error precision recall accuracy 

0.8244 
0.199 +/- 

0.399 
82.80% 82.10% 80.10% 

 

This algorithm uses the normalized 

Euclidean distance to find the nearest 

neighbor and also the value of k is obtained 

based on cross-validation. Distances in this 

algorithm can be weighted.  
Table 9. Evaluation criteria and results of IBK 

algorithm 
F-

measure 
squared_error precision recall accuracy 

0.8277 
0.186 +/- 

0.380 
83.10% 82.45% 80.47% 

 
 

Table 10. Confusion matrix of IBK algorithm 

 
true 

anomaly 

true 

normal 

class 

precision 

pred.anomaly 8745 315 96.52% 

pred. normal 4088 9396 69.68% 

class recall 68.14% 96.76%  

 

LWL algorithm  

This algorithm uses the normalized 

Euclidean distance to find the nearest 

neighbor. In such a way that weight has been 

attributed to the features.  
Table 11. Confusion matrix of LWL algorithm 

 
true 

anomaly 

true 

normal 

class 

precision 

pred.anomaly 8623 746 92.04% 

pred. normal 4210 8965 68.05% 

class recall 67.19% 92.32%  

 
Table 12. Evaluation criteria and results of LWL 

algorithm 
F-

measure 
squared_error precision recall accuracy 

0.8244 
0.369 +/- 

0.212 
80.04% 79.76% 78.02% 

 

KSTAR algorithm  

Algorithm based on distance in which the 

entropy function is used to calculate the 

distance. The criterion of this algorithm is 

the similarity of the data with the training 

data. 
Table 13. Confusion matrix of KST algorithm 

 
true 

anomaly 

true 

normal 

class 

precision 

pred.anomaly 8814 316 96.54% 

pred. normal 4019 9395 70.04% 

class recall 68.68% 96.75%  

 
Table 14. Evaluation criteria and results of KSTAR 

algorithm 
F-

measure 
squared_error precision recall accuracy 

0.8299 
0.361 +/- 

0.177 
83.29% 82.71% 80.77% 

 

Figure 4 shows all the criteria of 

accuracy, precision, recall and F for the data 

mining model. 

 
Figure 4. Evaluation chart of Kahl model algorithms 

according to different parameters 

In evaluating parameters and according to 

the graphs, K-STAR algorithm has better 

performance than other algorithms.  

 

5. Discussion 

The purpose of the current research was 

to use data mining to detect accounting fraud 

in the information system of stock exchange 

member companies. First, the effectiveness 

of the identified components was tested 

using correlation and regression techniques. 
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Later on, the effectiveness of the 

proposed model based on the identified 

components was investigated using the data 

mining techniques and the related 

algorithms. 
The use of automated fraud detection 

systems is essential for stock exchanges that 

manage online transactions. This reduces 

losses and increases customer confidence. As 

shown in the proposed research model, with 

the use of big data and artificial intelligence, 

new opportunities have been created in the 

use of advanced machine learning models to 

detect fraud. KNN, KSTAR, LWL, IBK and 

IB1 algorithms are popular methods in 

identifying and detecting fraud in financial 

statements. Zhang et al., (2021), showed that 

the combination of data mining methods 

reduces financial errors and accounting 

performance. Yang et al. (2021), in a data 

mining weighting method, determined that 

data mining and artificial intelligence 

methods have a much higher efficiency than 

traditional and time-consuming methods. 

Fanai et al. (2023) showed that the used deep 

learning classifiers trained on the 

transformed dataset obtained by the deep 

autoencoder significantly outperformed their 

baseline classifiers trained on the original 

data in terms of all performance measures. 

Rai et al. (2020), proved the effectiveness of 

the KSTAR method among fraud detection 

techniques. 

  

6. Conclusion  
Nowadays, accounting frauds are always 

changing and evolving; Therefore, fraud 

detection machine mechanisms should also 

continuously increase their effectiveness and 

efficiency by using available specialized 

knowledge. Detecting accounting fraud 

using current detection methods is becoming 

more and more difficult. An all-knowing 

CEO who intends to commit a fraud has 

enough resources to easily circumvent the 

system and is able to find any neutralize the 

type of discovery mechanism. The proposed 

data mining model for financial fraud 

detection showed that since the amount of 

data creation in financial companies is 

increasing day by day with the development 

of technology, it is possible to recognize the 

data and analyze it early detection of fraud 

can be achieved. Collections related to fraud 

in the stock market generally have a 

combination of several discrete and 

continuous variables. These data contain 

information about users in computer 

networks. This combination of discrete and 

continuous variables has increased the 

necessity of using data mining and machine 

learning methods in this field. The value of 

fraud detection is a function of time. In this 

way, the sooner the fraud is detected, the 

easier it will be to prevent it. Therefore, there 

is a need to find techniques that have the 

ability to detect fraud as quickly as possible 

in various fields, including accounting fraud. 
Based on the results, the following 

suggestions are made:  

- Since internal control affects the amount 

of accounting fraud, it is suggested that 

managers identify the individual values of 

the organization's accountants by using 

scientific methods and create and strengthen 

the values causing a sense of belonging and 

organizational commitment in them. 

Moreover, managers can try to prioritize 

employees whose individual values are more 

consistent with the organization's values.  

- Improving customer service by 

managing knowledge related to the 

customers.  Investment in designing secure 

accounting software which categorizes and 

detects hidden knowledge in this field. This 

software design allows for various reports 

required by stakeholders, or creating the 

necessary facilities and equipment for 

modern archiving and considering the 

necessary solutions to reduce direct contact 

between employees but increase knowledge 

share among them with the least contact. 

Disseminating financial knowledge 

clearly can be effective in improving the 

relationship between internal environment 

control and company efficiency. Therefore, 

there should be a clear policy for managers 

and shareholders to disseminate financial 

information and knowledge with higher 

quality and better transparency. 

-By applying a proper knowledge system, 

managers can manage a counter-measure 

system that affects the amount of accounting 

fraud adequately. Furthermore, this software 
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should be designed such that decreases the 

need of conducting an annual audit and show 

the knowledge and information situation up 

to date. In other words, it should be able to 

decrease the reliance on annual audits. 

- Making accessible knowledge and 

information by providing appropriate 

policies and tools can lead the companies to 

better profit. So that information asymmetry 

can be reduced and investors have more 

incentive to invest due to the possibility of 

informed decisions. 

- Since conservatism is one of the 

components of the quality characteristic of 

reliability; it can hide the required 

knowledge needed by managers and 

decision-makers. Therefore, it can be useful 

for accounting standard setters who are 

trying to reduce conservatism. 

- Holding training courses, and regular 

classes and providing the latest legal changes 

to learn and comply with legal requirements 

by accountants can help the progress. 

Accountants also need to be taught the 

importance of financial information which 

can make critical knowledge for an 

organization. Knowledge management 

courses in line with software classes can 

help. No matter how strong a system is, the 

role of human resources cannot be ignored, 

specifically in this field. Strengthening social 

responsibility, professional ethics, material 

and moral incentives and motivations, and 

disciplinary proceedings are significant in 

training accountants. 

As mentioned earlier, it is suggested that 

managers increase confidentiality and 

impartiality by improving the atmosphere of 

trust and establishing interaction and mutual 

trust. This is one of the essential factors in 

the knowledge management field which can 

make profit and advantage for organizations. 

Organizations are required to have a 

knowledge management team to manage all 

connectable strings by knowledge 

The accounting department needs to be 

updated and apply tools and methods to 

obtain knowledge from its sources. Also, 

using a deep auto-encoder as a pre-

processing step to obtain a better 

representation of the input data, exploiting 

new deep learning classification models to 

detect credit card fraud, using the Bayesian 

optimization algorithm to optimize the meta-

parameters of the used deep learning models, 

and conducting extensive experiments to 

evaluate the effectiveness of the proposed 

approach are suggested 
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