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The aim of the research is to design a knowledge model for

accounting fraud detection based on digital innovations with a
focus on human-technology interaction in organizations. The
increasing spread of digital innovations and the increasing
complexity of financial processes have fundamentally changed the
nature of accounting fraud in organizations and challenged the
effectiveness of traditional fraud detection approaches. In such
circumstances, relying solely on technological tools or human
judgments alone is not sufficient to detect fraud in a timely and
effective manner, but the synergy of human knowledge and the
capacities of digital technologies has become doubly important.
The structural interaction analysis method of MICMAC software
was used in information processing. Based on the results obtained,
10 criteria (big data analytics, fraud machine learning, audit
artificial intelligence, smart transaction tracking, encryption and
transparency, financial process automation, hidden behavioral data
mining, digital anomaly detection, financial blockchain platform,
and continuous real-time monitoring) were categorized into 7
levels. This approach, by creating synergy between the
professional knowledge of accountants and auditors, the analytical
capabilities of smart technologies, and organizational knowledge
sharing and learning platforms, enables more timely and accurate
identification of fraud patterns. The results of such a model can
lead to improved financial transparency, strengthened stakeholder
trust, improved supervisory decision-making, and organizations
moving toward predictive and knowledge-based control systems;
which will ultimately play an important role in improving the
economic health and financial governance of organizations.
©authors.
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1. Introduction

In recent decades, the phenomenon of
accounting fraud has been considered one of
the most serious challenges to economic and
organizational ~ systems, especially in
developing  countries, including Iran
(Khademi, 2024). Accounting fraud not only
causes deviations in financial reporting and
economic decision-making, but also weakens
the trust of stakeholders, investors,
regulatory institutions, and the general public
in the health of the financial system
(Gkegkas et al., 2025). In the Iranian
economy, which is faced with features such
as the prominent role of the government, the
complexity of organizational structures,
international  sanctions, restrictions on
information transparency, and environmental
pressures on organizations, the ground for
more complex and sometimes more hidden
accounting fraud has been prepared. These
conditions make the need to rethink
traditional approaches to fraud detection and
move towards new, intelligent, and
knowledge-based models more apparent than
ever (Bhattacharya, 2024).

Traditional approaches to detecting
accounting fraud in Iran have been mainly
based on retrospective inspections, manual
controls, individual judgments of auditors,
and limited use of analytical tools
(Bagherian Kasgari et al., 2024). Although
these approaches have been effective at
times, they face serious limitations in the
face of the increasing complexity of financial
operations, the massive volume of data, the
high speed of transactions, and the diversity
of new fraud methods (Alsulami, 2023). On
the other hand, focusing solely on formal
rules and controls, without considering the
knowledge, behavioral, and technological
contexts of organizations, has resulted in
many frauds either not being detected or
being detected at very late stages. This issue
has had widespread economic and social
consequences in lranian organizations,
especially large companies, banks, insurance
companies, and  public  institutions
(Hernandez-Aros, 2024).

At the same time, new developments in
digital  technologies  have  provided

unprecedented opportunities to redesign
fraud detection systems. Technologies such
as artificial intelligence, machine learning,
big data analytics, blockchain, intelligent
accounting systems, process automation, and
predictive analytics tools enable the
identification of hidden patterns, abnormal
behaviors, and complex  financial
relationships with high accuracy and speed
(Compagnin, 2025). However,  the
experience of organizations shows that the
mere deployment of digital technologies,
without considering human knowledge,
organizational interactions, and the culture of
using technology, does not necessarily lead
to effective fraud detection. In many cases,
the gap between humans and technology, the
lack of acceptance of intelligent systems, the
weakness in interpreting technological
outputs, and the lack of organizational
learning have reduced the effectiveness of
these tools (Mijani et al., 2025).

In the meantime, the concept of
“knowledge model of accounting fraud
detection” is proposed as a new approach
that emphasizes the integration of human
knowledge, technological knowledge, and
organizational  knowledge. Beyond a
technical system or a set of controls, the
knowledge model seeks to design a
framework in which fraud-related knowledge
is produced, shared, applied, and updated in
a systematic and dynamic manner (Oladejo
et al., 2020). In such a model, auditors,
financial managers, employees, intelligent
systems, and regulatory institutions all play a
role as knowledge actors in the fraud
detection process. This approach is
particularly important in the Iranian context,
where human knowledge capital plays an
important role in compensating for structural
limitations (Shevchu, 2025). One of the
neglected dimensions in existing research
and practices in Iran is the focus on human-
technology interaction in the accounting
fraud detection process. Human-technology
interaction refers to the way human users
and digital systems communicate, trust,
interpret, and make decisions together
(Winarto et al, 2025). In many Iranian
organizations, new technologies have either
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been implemented in isolation or have not
been fully utilized due to employee
resistance, poor digital skills, and lack of
knowledge training (Rahadar et al., 2023).
This has resulted in the potential capacities
of digital technologies in fraud detection not
being realized, and in some cases, over-
reliance or complete distrust of systems has
become a risk factor (Futurity Proceedings
Group, 2025).

From a  knowledge management
perspective, accounting fraud detection
requires a combination of explicit knowledge
(such as rules, standards, algorithms, and
reports) and tacit knowledge (such as auditor
experience, professional intuition,
understanding of organizational contexts,
and behavioral patterns) (Han, 2023). Digital
technologies are primarily capable of
processing  explicit and  data-driven
knowledge, while humans play a key role in
interpretation, judgment, and final decision-
making. The lack of a framework that links
these two types of knowledge in the form of
human-technology interaction has caused the
fraud detection process to be either overly
technology-driven or lacking contextual
understanding, or completely human-driven
and prone to errors and cognitive biases.

This theoretical and practical gap
highlights the need to design a
comprehensive knowledge model (Leocadio
et al., 2024). In the lIranian organizational
context, cultural, institutional, and structural
factors also affect human-technology
interaction in fraud detection. Organizational
hierarchies, centralized decision-making,
political and administrative considerations,
fear of disclosure, and weak reporting
support systems can all hinder the effective
use of fraud detection technologies
(Mokander et al., 2023). On the other hand,
the lack of local standards and knowledge
frameworks appropriate to Iranian conditions
has led many organizations to simply follow
foreign  models; models that are not
necessarily compatible with the economic,
legal, and cultural realities of Iran.
Therefore, designing a local model and
knowledge that takes these considerations
into account is a fundamental need (Desai et
al., 2024).
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The main issue of the present study stems
from the fact that despite the expansion of
digital innovations in the field of accounting
and auditing in Iran, there is still no
coherent, knowledge-based, and local
framework for detecting accounting fraud
focusing on human-technology interaction
(Rashidi, 2023). Most existing studies have
either focused on the technical aspects of
technologies or examined the behavioral
factors of fraud, without systematically
linking the two. This research gap has left
organizational decision-makers with no clear
picture of how human knowledge and digital
technology can be synergistic in fraud
detection (Chen et al., 2025). On the other
hand, regulatory and professional institutions
in Iran, such as the Audit Organization, the
Society of Certified Public Accountants, and
the Central Bank, face challenges in
updating fraud detection guidelines and tools
in line with digital developments. The lack
of a clear knowledge model has also made
the process of policymaking and standards
development ambiguous. In such
circumstances, designing a knowledge model
for accounting fraud detection can be used as
a basis for strategic decision-making, human
resource training, developing smart systems,
and promoting financial transparency
(Rezaei et al., 2024). It can be stated that the
problem of the present research is the answer
to this fundamental question: how can the
accounting fraud detection process in Iranian
organizations be improved to be more
effective, intelligent, and localized by relying
on digital innovations and by designing a
knowledge model based on human-
technology interaction? This issue is
important not only from a scientific and
theoretical perspective, but also from a
practical perspective, it can lead to
improving  the  financial  health  of
organizations, increasing public trust, and
strengthening economic governance in Iran.
Designing such a model is a fundamental
step in the transition from traditional and
reactive approaches to predictive, learning,
and knowledge-based approaches in the field
of accounting fraud detection.

The theoretical framework of the research
has been redesigned so that the detection of
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accounting fraud is explained not only as an
accounting or auditing issue, but also as a
process of processing and creating
organizational knowledge based on digital
innovations and human-technology
interaction. In this regard, the focus of the
research has shifted from describing audit
tools to extracting, structuring, and
integrating knowledge; in such a way that
knowledge components including human
knowledge of experts, technological
knowledge based on data analysis and
artificial intelligence, and organizational
knowledge derived from organizational
memory and learning, are systematically
examined in the form of a knowledge model.
This change of approach directly establishes
the position of the article in the field of
knowledge processing and knowledge-based
systems.

2. Literature Review

1 -Knowledge Model of Fraud Detection

The knowledge model of fraud detection
refers to a systematic framework that
organizes the process of identifying,
analyzing, and preventing fraud based on the
production,  sharing,  synthesis,  and
application of organizational knowledge. In
this model, fraud detection is not considered
merely a control or monitoring activity, but
rather as a learning and dynamic process that
is formed from the continuous interaction
between explicit knowledge (such as
standards, laws, financial data, and
algorithms) and tacit knowledge (such as
auditors' professional experience, managerial
intuition, and a contextual understanding of
organizational behaviors). The main goal of
this model is to improve the organization's
ability to identify complex and hidden
patterns of fraud through the accumulation
and intelligent exploitation of knowledge
(Zare Bahmaniri et al., 2023).

At the operational level, the fraud detection
knowledge model emphasizes creating
infrastructures for organizational learning,
documenting fraud detection experiences,
sharing knowledge between finance, audit,
and IT departments, and continuously
updating  knowledge in line  with
environmental changes. Such a model allows

organizations to move away from reactive
and ad hoc approaches and towards
proactive, systematic, and evidence-based
approaches. In this framework, digital
technologies act as facilitators of the flow of
knowledge, and final decision-making
remains based on informed human judgment.

2 -Accounting Fraud Detection

Accounting fraud detection refers to a set
of activities, methods, and processes that aim
to identify intentional distortions,
misrepresentations of financial information,
manipulation of accounts, and abuse of
accounting procedures. This type of fraud is
usually carried out with motives such as

apparent  improvement  of  financial
performance, tax evasion, deceiving
investors  or  concealing  managerial

inefficiencies and can seriously undermine
the credibility of financial reports and the
trust of stakeholders. The detection of
accounting fraud is considered one of the
main pillars of corporate governance and the
health of the financial system. From a
professional perspective, the detection of
accounting fraud goes beyond formal
reviews and compliance with standards and
requires in-depth data analysis, identification
of unusual patterns and professional
judgment. As fraud tools and methods
become  more  complex, traditional
approaches based on limited sampling and
manual controls have lost their effectiveness
to some extent. As a result, the detection of
accounting fraud today requires the use of
new analytical approaches, the integration of
human knowledge and advanced
technologies, and attention to behavioral and
organizational factors (Abdoli Abatari et al.,
2024).

3 -Digital innovations

Digital innovations refer to a set of new
technologies, tools, and approaches that, by
relying on digital data processing, system
intelligence, and network connectivity,
transform traditional ways of performing
organizational activities. These innovations
include technologies such as artificial
intelligence, machine learning, big data,
blockchain, the Internet of Things, intelligent
information systems, and process automation
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that enable fast, accurate, and predictive
analysis of information. In the field of
accounting and finance, these innovations
play an important role in increasing
transparency, accuracy, and speed of
information processing (Kamrani et al.,
2021; Zhang et al., 2023).

In the organizational dimension, digital
innovations do not simply mean the use of
technological tools, but also require changes
in structures, skills, culture, and decision-
making patterns. The effectiveness of these
innovations depends on the organization's
level of digital readiness, the ability to
absorb technology, and the learning ability
of human resources. In the field of
accounting  fraud  detection,  digital
innovations create the most value when they
are implemented within a knowledge
framework and with consideration of the
human role in interpretation and decision-
making (Chen et al., 2025).

4 -Human-technology interaction

Human-technology interaction refers to the
process of communication, collaboration,
and interaction between human users and
digital systems or technologies in performing
organizational tasks. This concept goes
beyond the simple use of technological tools
and includes dimensions such as trust in the
system, understanding of outputs, ability to
interpret results, level of digital skill, and the
role of humans in monitoring and final
decision-making. In  human-technology
interaction, technology acts as a support for
decision-making, and humans still play a
central role in evaluating, judging, and
controlling results. In the field of accounting
fraud detection, human-technology
interaction plays a decisive role in the
effectiveness of intelligent systems. If users
cannot understand the logic of the systems’
operation or do not trust their results, the use
of technology will remain superficial or
symbolic. Therefore, designing appropriate
interaction mechanisms, continuous training,
transparency of algorithms, and
strengthening users’ analytical skills are the
main prerequisites for achieving effective
human-technology interaction and the
success of fraud detection knowledge models
(Mahasani et al., 2020).
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The theoretical framework of this research
is based on the integration of three main
theoretical streams: knowledge management
theory, accounting fraud detection theories,
and human-technology interaction theory in
the context of digital innovations. This
framework attempts to show that accounting
fraud detection in today’s complex and
digital environments is the result of the
synergy of human knowledge, technological
infrastructure, and effective interaction
between the two; Not the result of the
independent performance of each of these
components From the perspective of
knowledge management theory, knowledge
is recognized as a strategic resource in
organizations that can create sustainable
competitive advantage (Nonaka & Takeuchi,
1995; Marcel et al., 2025). In the field of
fraud detection, knowledge includes explicit
knowledge (standards, laws, financial data,
and algorithms) and tacit knowledge
(auditors' experience, professional judgment,
background knowledge of organizational

behaviors). Nonaka's theory of
organizational knowledge creation
emphasizes that the effectiveness of

organizations in solving complex problems
depends on the continuous transformation of
tacit and explicit knowledge and the dynamic
flow between them. Therefore, accounting
fraud detection will be effective when it is
designed in the form of a knowledge and
learning model.

In the following, the theoretical framework
of the study relies on the literature on
accounting fraud detection. The Fraud
Triangle Theory proposed by Cressey
considers fraud to be the result of the
interaction of pressure, opportunity, and
justification (Cressey, 1953). With the
development of digital environments, this
theory has been expanded with approaches
such as the Fraud Diamond and Fraud
Pentagon, which also consider factors such
as individual capabilities and technological
characteristics (Wolfe & Hermanson, 2004).
However, most of these models have focused
on behavioral or structural factors and have
not integrated the role of organizational
knowledge and smart technologies, a gap
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that the present theoretical framework seeks
to fill.

In the technological dimension, the
theoretical framework of the research is
based on the theory of digital innovations
and digital transformation. According to
Brown et al., digital innovation is not limited
to the application of technology, but requires
a redefinition of processes, roles, and
decision-making practices in the
organization (Bharadwaj et al., 2013).
Technologies such as artificial intelligence,
machine learning, and big data analytics
provide the ability to identify unusual
patterns and predict fraudulent behavior, but
their effectiveness depends on how they are
integrated with human knowledge and
organizational structures.

Knowledge-Based Accounting Fraud Detection Model

Based on Digital Innovation and Human—Technology Interaction

Digital Innovation Layer

 Artificial Intelligence
« Machine Learning

« Big Data Analytics

® Blockchain

* Intelligent Accounting IS

A
Technology Support
v

Human—Technology Interaction

® User Trust in Technology
e Interpretive Judgment

« Digital Skills & Literacy
© Human Oversight

® Decision Support Usage

A
Knowledge Integration
v

e Tacit Knowledge

o Explicit Knowledge

» Knowledge Sharing

« Organizational Learning
» Knowledge Updating

Knowledge-Based Detection

Accounting Fraud Detection

« Anomaly Identification
 Fraud Pattern Recognition
© Early Warning Signals

© Risk-Based Auditing

® Decision Accuracy

Figure 1. Intelligent knowledge-based fraud
detection model

In this regard, the Human-Technology
Interaction theory plays a central role in the
theoretical framework. According to this
theory, the performance of intelligent
systems is maximized when human users can
understand, interpret, and apply
technological outputs in their decision-
making (Parasuraman et al.,, 2000).
Technology acceptance models (TAM and
UTAUT) also show that variables such as
trust in the system, ease of use, perceived
usefulness, and digital proficiency of users

play a decisive role in the effective use of
technology (Venkatesh et al., 2003). In
accounting fraud detection, this interaction
determines whether intelligent systems
become real decision-making tools or merely
play a symbolic role.

Accordingly, the theoretical framework of
the present study argues that digital
innovations affect organizational knowledge
management through human—technology
interaction and ultimately lead to the
improvement of accounting fraud detection.
In this framework, human-technology
interaction plays the role of a mediating
variable that determines the intensity and
direction of the impact of digital
technologies on knowledge processes and
fraud detection results. Also, knowledge
management, as a central mechanism,
integrates the knowledge produced by
technology and humans and transforms it
into effective control decisions. The present
theoretical framework provides a systemic
and knowledge-based view of accounting
fraud detection that is also consistent with
the conditions of Iranian organizations;
because it emphasizes the role of humans,
organizational learning, and technology
localization and distances itself from purely
technology-oriented or purely behavioral
approaches. This framework can be a basis
for developing a conceptual model,
formulating hypotheses, and designing a
native accounting fraud detection model in
the context of digital transformation.

In the Designing a Knowledge Model for
Accounting Fraud Detection Based on
Digital Innovations with a Focus on Human—
Technology Interaction in Organizations
model, the relationship between knowledge
and the Interpretive Structural Modeling
(ISM) method is such that ISM functions as
a systematic mechanism for structuring and
explaining  knowledge.  Within  this
framework, expert knowledge from auditing
and digital technology specialists serves as
the primary input to ISM, and through
identifying interpretive  and  causal
relationships among human, technological,
and organizational knowledge components,
it is transformed into a coherent and
hierarchical structure. Consequently, ISM
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facilitates the conversion of tacit knowledge
into explicit and organizational knowledge,
enables the identification of foundational and
driving knowledge factors in accounting
fraud detection, as well as dependent and
outcome-oriented factors, and plays a pivotal
role in integrating human knowledge with
technological capabilities within the context
of human-technology interaction.

3. Method

From a philosophical perspective, the
present study is an empirical study based on
a deductive-inductive approach. The aim of
this study is also to present interpretive
structural modeling with the aim of
designing a knowledge model for detecting
accounting fraud based on digital
innovations with a focus on human-
technology interaction in organizations.
Therefore, from the perspective of the
objective, it is an applied-developmental
study. The interpretive structural model is
one of the systematic and qualitative-
analytical  methods  for identifying,
structuring, and explaining the complex
relationships between the components of a
multidimensional phenomenon that is widely
used, especially in management and
organizational issues. This method, relying
on the judgment of experts, enables the
transformation of their scattered and implicit
knowledge into a hierarchical and logical
structure; in such a way that key variables
are classified at different levels of influence
and influenceability. In research related to

the design of knowledge models, including
the detection of accounting fraud based on
digital innovations, the interpretive structural
model is a suitable tool for explaining the
causal  relationships  between  human,
technological, and knowledge components
and helps the researcher to identify the
drivers, intermediate factors, and main
consequences in a coherent and interpretable
manner.

Since the data in this study were collected
without bias or manipulation, it is a non-
experimental (descriptive) study that was
conducted using a cross-sectional survey
method. This research is applied in terms of
its purpose and exploratory in nature, and it
was conducted based on mixed methods
(qualitative and quantitative). In preparing
the effective components of accounting fraud
detection based on digital innovations, the
documentary study method and the Delphi
method were used. The Delphi team was
selected using a purposive sampling method
of judgment. The study population of this
study included accountants and financial
experts. 14 people were identified as
interviewees based on the purposive
sampling method in the qualitative analysis.
The  statistical ~ description of  the
characteristics of the field participants is
presented in Table 1.

4. Findings
Some demographic information related to
the qualitative experts is given in Table 1.

Table 1. Some information about the interview panel members participating in the research

Demographics Category Percent
Gend Female 88%
ender
Male ¥0%
. Under 10 years Y%
Experience
Over 11 years Y%

In data processing, the structural interaction
analysis method was used in MICMAC
software. As a result of monitoring variables,

11 components were identified and clustered
based on library studies (Table 2).

Table 2. Component notation

SSIM Variable Source
Cco1 Big Data Analytics Bhattacharya(2024)
C02 Machine Learning Fraud Han (2023)
CO03 Audit Artificial Intelligence Winarto et a (2025)
C04 Smart Transaction Tracking Alsulami (2023)
CO05 Cryptography and Transparency Compagnino (2025)
CO06 Financial Process Automation Hern&ndez-Aros (2024)
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Cco7 Latent Behavioral Data Mining Ramos (2024)

Cco8 Digital Anomaly Detection Bhattacharya(2024)

C09 Financial Blockchain Platform Han (2023)

C10 Continuous Real-Time Monitoring Winarto et a (2025)

c11 Accounting Fraud_Detecti_on with thg Approach of New -
Developments in the Field of Digital Technology

In this study, the Delphi technique was
used to evaluate and fit the 11 identified

components. The views of 14 experts on
each indicator are shown in Table 3:

Table 3. Evaluation and screening of indicators based on Delphi

. . Standard Range of First Second Third
Questions | Average | Median | Mode deviation chan til tile uarter Status
ges quartile quarti Q
Co1 3.302 3 3 0.599 2 3 3 4 Approved
C02 3.186 3 3 0.732 2 3 3 4 Approved
CO03 3.627 4 4 0.655 2 3 4 4 Approved
Cco4 3.456 4 4 0.630 2 3 4 4 Approved
CO05 3.255 3 3 0.658 3 3 3 4 Approved
Co06 3.248 3 3 0.650 2 3 3 4 Approved
co7 3.744 4 4 0.538 2 4 4 4 Approved
Co08 4 4 4 0.520 0 4 4 4 Approved
C09 3.754 4 4 0.513 2 4 4 4 Approved
C10 3.697 4 4 0.427 2 3 4 4 Approved
Cl1 3.767 4 4 0 1 4 4 4 Approved

The Kendall coefficient of agreement was
used to calculate the consistency of expert
opinions.

Table 4. Kendall coefficient of agreement (source of

research data)
Kendall coefficient

0.845

Delphie df
Firstround | 14

Significant value
0.000

Based on the results of Table 4, the value
of the Kendall coefficient in the first round
of the Delphi technique was 0.845, which
indicates that the consensus among the
experts’ views is high. Also, a significant
value of 0.000 was obtained, which indicates
that the results can be relied on with 95%
confidence.

Interpretive Structural Model (ISM) design
is a method for examining the effect of each
variable on other variables; this design is a
comprehensive approach to measuring the
relationship and this design is used to
develop the model framework to enable the
overall objectives of the research. The data

was entered into the micmac software. Table
5 shows the characteristics of the initial

matrix:
Table 5. Initial matrix specifications
INDICATOR VALUE

Matrix size 11
Number of iterations 2
Number of zeros 61
Number of ones 60
Number of twos 0
Number of threes 0
Number of P 0
Total 60

Fillrate 49.58678%

The interpretive structural modeling

method was used to design the initial model.
For this purpose, the structural self-
interaction matrix (SSIM) was first formed.
The relationships of the overarching
constructs are indicated by four symbols: V
(variable i affects j), A (variable j affects i),
X (bidirectional relationship), and O (no
relationship). The structural self-interaction
matrix is presented in Table 6.

Table 6. Structural self-interaction matrix of SSIM

Cl1 | C10 | CO9 | C08 | CO7 | CO6 | CO5 | CO4 | CO3 | CO2 | CO1 | SSIM
\Y% \Y A \% \Y \% A \Y \Y \Y Cco1
\% \Y A \% X \% A \Y X Co2
\ \% A \Y X \Y A \Y Cco3
\Y% \Y A \% A \% A Co4
\% \Y X \Y \Y \Y C05
\ A A A A Co6
\Y% \Y A \Y Cco7
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\% X A Co08
\Y% \Y Co09
\% C10

Cl11

The received matrix (RM) is obtained by
converting the structural self-interaction
matrix into a two-valued matrix of zero and
one. In the received matrix, the elements of
the main diagonal are set to one. Also, to be
sure, secondary relationships must be
controlled. This means that if A leads to B

and B leads to C, then A must lead to C.
That is, if direct effects should have been
included based on secondary relationships,
but in practice this has not happened, the
table must be corrected and the secondary
relationship must also be considered. The
final access matrix is presented in Table 6.

1:C|2:C|3:Cl4:C|5:C|6:C|7:C{8:C|9:C| 10:| 11:

> 1 c1 o [ & [6 o [19 [¢& [14a [0 [1a [25
2:C2 0 |2 [3 |4 [0 [ [3 [0 [0 [0 [19
3:C3 0 3 |2 |4 [0 [ [3 [0 [0 [0 [1°
la:ca o 0 [0 [0 [0 [z o |17 [0 |1 |[a
5:C5 1|10 |10 [14 [0 |33 |10 [26 |1 |28 |a1
6:C6 0 [0 o [0 [0 [0 [0 [0 [0 [0 |o
7:C7 0 3 3 |4 [0 [1& |2 [0 [0 [0 [19
3:C8 0o [0 [0 [0 [ [+ [0 [0 [0 [1 |2
9:C9 1 [10 |10 [14 |1 |33 [10 |26 [0 |26 [41
10: C10 0o [0 [0 [0 [0 [1+ [0 [ [0 [0 |2
M1:c11 o [0 [0 [0 [0 [0 [0 [o [0 [o |[o

Table 7. Final access matrix

After forming the achievement matrix, the
“achievement set” and “prerequisite set”
must be identified to determine the
relationships and leveling. For variable D;,
the achievement set (output or impact)
includes the variables that can be reached

through variable Di. The prerequisite set
(input or impact) includes the variables
through which D; can be reached. The set of
inputs and outputs for determining the level
is presented in Table 7.

Table 8. Set of inputs and outputs for determining the level

RANK | LABEL DIRECT LABEL DIRECT LABEL INDIRECT LABEL INDIRECT

INFLUENCE DEPENDENCE INFLUENCE DEPENDENCE

1 C5 1666 Cl1 1666 C5 2666 Cl1 2666

2 C9 1666 C6 1500 C9 2666 C6 2031

3 Cl 1333 C8 1333 C1l 1395 C8 1519

4 C2 1166 C10 1333 C2 1007 C10 1519

5 C3 1166 C4 1000 C3 1007 C4 713

6 C7 1166 C2 833 C7 1007 C2 496

7 C4 666 C3 833 C4 124 C3 496

8 C8 500 C7 833 C8 62 C7 496

9 C10 500 Cl 333 C10 62 Cl 31

10 C6 166 C5 166 C6 0 C5 15

11 Cl11 0 C9 166 C11 0 C9 15
POTENTIAL POTENTIAL POTENTIAL POTENTIAL

RANK | LABEL DIRECT LABEL DIRECT LABEL INDIRECT LABEL DIRECT

INFLUENCES DEPENDENCE INFLUENCE DEPENDENCE

1 C5 1666 Cl1 1666 C5 2666 Cl1 2666

2 C9 1666 C6 1500 C9 2666 C6 2031

3 Cl 1333 C8 1333 Cl 1395 C8 1519

4 C2 1166 C10 1333 C2 1007 C10 1519

5 C3 1166 C4 1000 C3 1007 C4 713

6 C7 1166 C2 833 C7 1007 C2 496

7 C4 666 C3 833 C4 124 C3 496

8 C8 500 Cc7 833 C8 62 C7 496

9 C10 500 C1l 333 C10 62 Cl 31

10 C6 166 C5 166 C6 0 C5 15

11 Cil1 0 C9 166 C11 0 C9 15

~
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Therefore, variable cl11 is a first-level
variable. After identifying the first-level
variable(s), these variable(s) are removed
and the set of inputs and outputs is calculated
without considering the first-level variables.
The common set is identified and the
variables that have the same common set as
the input set are selected as second-level
variables. Variable C6 is a second-level
variable. Variables C8-C10 are third-level
variables. Variables C4 are fourth-level
variables. The final pattern of levels of the
identified variables is shown in the figure. In
this figure, only the meaningful relationships
of the elements of each level on the elements
of the lower level as well as the meaningful
internal relationships of the elements of each
row are considered.

Evaluation of the influence and influence
plan of variables

The distribution and dispersion of variables
in the dispersion plane indicates the degree
of stability or instability of the system. In the
field of the interaction/structural analysis
method with the MICMAC software, two
types of dispersion have been defined in
total, known as stable systems and unstable
systems. In the stable system model, the
dispersion of variables is in the form of L; in
this model, some variables have high
influence and some have high influence.
However, in unstable systems, the situation
is more complicated; in this system, the
forces in question are dispersed around the
diagonal axis of the plane and in most cases
have an intermediate state of influence and
influence, which makes it difficult to identify
key variables. What can be understood from
the state of the dispersion plane of the
components is the instability state of the
system. Most variables are dispersed around
the diagonal axis of the plane. Except for a
few cases that show that they have a high
influence on the system, the rest of the
variables have an almost similar state to each
other (Figures 2 and 3).

Figure 3. Unstable system Figure 2. Stable system

Figure 4 shows the dispersion pattern of the
effective factors. This dispersion pattern
generally indicates the state of an unstable
system (Figure 4).

L—T‘ gl

a

-

Figure 4. Distribution pé&érn of influential factors
Classification of factors affecting the model

Based on the strength of dependence and
influence of variables, a coordinate system
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can be defined and divided into four equal
parts. In this study, a group of variables were
placed in the driving subgroup. These
variables have high influence and low
dependence. The next group is dependent
variables, which are in a way the results of
the product development process and are less
likely to form the basis for other variables.

In this analysis, variables are divided into
four groups: autonomous, dependent, linked
(interface), and independent.

Autonomous: Autonomous Vvariables have
a low degree of dependence and guiding
power. These criteria are generally separated
from the system because they have weak
connections with the system. A change in
these variables does not cause serious
changes in the system.

Dependent: Dependent variables have
strong dependence and weak guiding power.
These variables generally have high
influence and little influence on the system.
C11-C6-C8-C10 are dependent.

Independent: Independent variables have
low dependence and high directionality, in
other words, high influence and low impact
are the characteristics of these variables.
Based on the influence-dependence diagram,
variables C5-C9-C1 have high influence and
low impact and are located in the area of
independent variables.

Linked: Linked or linked variables have
high dependence and high directionality, in
other words, the impact and impact of these
criteria is very high and any small change in
these variables causes fundamental changes
are linked.

/

Figure 5. Diagram of direct effects of factors
(strongest effect)
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Figure 6. Diagram of direct effects of factors
(relatively strong effect)

‘
8|

Figure 7. Diagram of direct effects of factors
(average effect)

Figure 8. Diagram of direct effects of factors (least
effect)

The proposed model is introduced as a
knowledge-based system for decision-
making in fraud detection that uses the
interpretive  structural modeling (ISM)
method to engineer knowledge and extract
causal relationships between knowledge
components. The output of this process is the
production of structured and usable
knowledge to support data-driven decision-
making in organizations; so that the model
results can be used in the design of reasoning
engines, intelligent warning systems, and
decision-support  dashboards based on
financial data analysis. Thus, the paper goes
beyond a descriptive level and establishes a
clear and practical link with the fields of
knowledge mining, knowledge engineering,
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knowledge-based systems, and data-driven
decision-making.

5. Discussion

One of the key achievements of this
research was the use of the method of
structural interaction analysis (MICMAC),
which allowed to identify dependencies and
the level of influence of key variables. Based
on the MICMAC analysis, the components
were categorized in such a way that their
underlying or influential role in the fraud
detection system was determined. This
categorization showed that some
technologies and measures, such as big data
analytics, fraud machine learning and audit
artificial intelligence, act as drivers and basic
factors, and the success of other components
and operational layers is largely dependent
on their effectiveness. This finding is
consistent with previous studies in the field
of financial data analytics and artificial
intelligence, which show that new
information technologies play a major role in
improving the transparency, accuracy and
speed of fraud detection (Bierstaker et al.,
2006; Appelbaum et al., 2017).

Further, the analysis showed that some
metrics have an intermediate or supporting
role and affect more the operational and
analytical layers of the system. For example,
smart transaction tracking, financial process
automation, and latent behavioral data
mining are important at the level of the
operational and analytical layers, and
without the presence of basic infrastructure
and smart technologies, their effectiveness
will be limited. This result emphasizes the
importance of designing a hierarchical and
integrated structure in financial and audit
organizations, so that tools and technologies
at different levels operate in harmony and the
flow of information and knowledge between
the basic, intermediate, and operational
layers is facilitated. Another achievement of
the research is the identification of metrics
that have a supporting and supervisory role
and directly affect the control and
monitoring processes. Metrics such as digital
anomaly detection, financial blockchain
platform, and  continuous  real-time
monitoring were placed in higher layers of

the hierarchy and act as complementary
factors and enhance the effectiveness of the
entire system. This finding suggests that
building an intelligent fraud detection system
requires simultaneous attention to both
underlying technologies and monitoring and
analytical tools to optimize system
performance. In other words, although
underlying technologies are the main drivers
of the system, the full potential of the system
cannot be realized without analytical and
monitoring platforms. The results of the
study also showed that digital transformation
has caused structural changes in the financial
environment that require a review of
traditional audit and fraud detection
methods. In addition to facilitating the
analysis of large volumes of data and the
identification of complex patterns, new
technologies have increased the complexity
of financial behavior and the relationships
between components. Therefore, the use of
hierarchical models and structural analysis
tools such as ISM and MICMAC provides
the ability to manage these complexities and
prioritize key components. This finding is
consistent with previous studies in the fields
of risk management and information
technology, which show that digital
environments provide both opportunities and
new challenges for fraud control (Alles,
2015; Jans et al., 2014; Qatawneh, 2024).
One of the salient aspects of this research
was the identification of ten key criteria for
detecting accounting fraud in the digital
environment and their classification into
seven hierarchical levels. This classification
showed that smart technologies and data-
driven tools such as big data analytics, fraud
machine learning and audit artificial
intelligence are at the basic level and the
success of other components depends on
their proper functioning. At the middle level,
criteria  such as intelligent transaction
tracking, financial process automation and
latent behavioral data mining were placed,
which have an operational-analytical role. At
the higher level, criteria such as digital
anomaly detection, financial blockchain
platform and continuous real-time
monitoring were placed, which serve as
monitoring and  supporting  factors,
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strengthening the functioning of the entire
system.

These findings emphasize that the design
and implementation of a digital technology-
based fraud detection system requires a
systemic and knowledge-based approach that
fully considers the relationship between the
basic, intermediate, and  supervisory
components. In other words, the success of a
fraud detection system is not limited to the
existence of new technologies, but rather
depends on the design of an integrated
knowledge framework that ensures the flow
of information and knowledge between
layers. This highlights the importance of
human-technology interaction,  human
resource training, and the creation of
appropriate mechanisms for data analysis
and interpretation.

From an organizational perspective, the
results of the study showed that the
presented hierarchical model can provide a
basis for managerial decision-making and
internal policy-making in organizations.
Understanding the drivers and underlying
factors allows financial managers and
auditors to allocate resources effectively,
optimize control and monitoring processes,
and focus on technologies and tools that are
most effective in detecting and preventing
fraud. Also, the leveling of components can
help design training programs and develop
employees’ digital skills to achieve more
effective human-technology interaction.

The present study also emphasizes the
importance of integrating technology and
human knowledge. In digital environments,
intelligent systems can only be effective
when human users can interpret data and
system outputs and apply them in decision-
making. Therefore, any fraud detection
system  must  simultaneously include
advanced technologies and knowledge
mechanisms that systematically connect
employees’ explicit and tacit knowledge to
the flow of information and decision-
making. This finding is consistent with
recent studies in the field of human-
technology interaction and artificial
intelligence, which  show that the
combination of human knowledge and
technology is the key to maximizing the use
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of digital capabilities (Parasuraman et al.,
2000; Venkatesh et al., 2003). From a
research perspective, the results of this study
can provide a framework for future research.
Researchers can use the presented
hierarchical model to examine the causal
relationships ~ between  components in
different  organizations, analyze the
longitudinal effects of digital innovations on
fraud detection, or apply quantitative models
based on SEM and network analysis to
validate the presented structural
relationships. In addition, this framework has
the potential to be localized for Iranian
organizations and developing countries,
because it is designed to suit the limitations
and capacities of technology, human skills,
and organizational culture.

6. Conclusion

The results of this study, which aimed to
develop an interpretive structural modeling
of accounting fraud detection based on
digital innovations, showed that digital
transformation has not only provided new
tools for detecting and preventing fraud, but
also created more complex structures in the
financial environment that require a
systematic analysis of the relationships
between influential factors. The application
of the method of structural interaction
analysis (MICMAC) made it possible to
accurately assess the dependencies and
influence of key variables, and finally, ten
main criteria including big data analytics,

fraud machine learning, audit artificial
intelligence, smart transaction tracking,
encryption and transparency, financial

process automation, hidden behavioral data
mining, digital anomaly detection, financial
blockchain platform, and continuous real-
time monitoring were classified into seven
levels. This hierarchical classification shows
that some criteria play a fundamental and
fundamental role in the success of fraud
detection systems, while others affect more
the operational, analytical, and supervisory
layers. The present study aimed to develop
an interpretive structural modeling of
accounting fraud detection based on digital
innovations, and identified and analyzed the
relationships between key components in
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this area. The results show that digital
developments, in addition to creating new
tools for detecting and preventing fraud,
have created more complex structures in the
financial environment, which cannot be fully
exploited without systematic analysis and
accurate modeling. This finding highlights
the importance of adopting systematic and
knowledge-based approaches to accounting
fraud detection and shows that success in
this area is only possible by combining new
technologies and human knowledge.

It can be concluded that the present study
showed that digital developments not only
help create new tools, but also increase the
complexities of the financial and structural
environment, which cannot be fully
exploited without structural modeling. The
seven-level  hierarchy of components
identified the importance of  basic
technologies, intermediate metrics, and
monitoring tools, and showed that effective
fraud detection requires coordination across
all of these layers. These findings have
scientific, practical, and policy implications
and can help design intelligent fraud
detection systems, develop employees’
digital skills, and increase the transparency
and financial health of organizations. Based
on the results obtained, it is suggested that:

-Organizations can strengthen their fraud
detection capabilities by investing in IT
infrastructure, including big data systems,
artificial intelligence platforms, and machine
learning. In addition to developing
technological tools, it is essential to pay
attention to data quality and integrity so that
systems can identify fraud patterns more
accurately and quickly. The use of
techniques such as behavioral data mining
and anomaly analysis, along with the design
of coherent databases, can enable the
detection of complex and hidden frauds.

-Organizations should create mechanisms
that facilitate effective interaction between
human users and intelligent systems. This
includes continuous training of employees in
data analysis and digital tools, increasing
technological literacy, and creating an
environment for interpreting and providing
feedback on the results of intelligent
systems. Strengthening users’ trust in

technology and the ability to interpret
intelligent outputs will lead to more accurate
and faster decisions and prevent superficial
or symbolic use of technology.

-Organizations can record and share the
flow of information and experiences related
to fraud detection by setting up knowledge
management systems. Combining explicit
and tacit knowledge of employees with
analytical data from intelligent systems
allows for organizational learning and
continuous improvement of fraud detection
algorithms. These systems should be capable
of continuous updating so that knowledge
gained from real fraud cases and changes in
the financial environment is quickly
disseminated throughout the organization.

-Based on the findings of interpretive
structural modeling, organizations should
design the basic, intermediate, and
supervisory components of fraud detection in
a hierarchical manner to optimize the flow of
information and  knowledge between
different levels. This design enables basic
technologies such as machine learning and
audit artificial intelligence to play a driving
role and gives analytical and supervisory
tools the necessary power to accurately
detect fraud. Applying such a hierarchical
framework, while reducing complexity, also
allows for prioritization of actions and
resource allocation.

- Implementing real-time monitoring
systems and predictive algorithms allows for
the rapid identification of suspicious
transactions and prevention of the spread of
fraud. By combining blockchain technology
and data analysis tools, organizations can
increase transparency and traceability of
transactions and improve the level of trust of
stakeholders. This approach makes fraud
detection processes not only reactive, but
also predictive and based on evidence and
organizational knowledge.
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